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Risk Management Series – Article 8:  Risk Control 

Foreword 

MEDIcept presents this ongoing series of articles focused on the implementation and practical conduct of 
risk management in the medical device industry to provide practitioners with insight into how to apply 
risk management principles and tools to improve the performance and safety of their devices;  and, as an 
added benefit, to maintain compliance with risk management standards. 

Our team at MEDIcept publishes these articles to capture best practices, to explore the more challenging 
aspects of maintaining risk management systems over the long term, and to elicit discussions among 
practitioners. 

To this last point, if you have questions or comments on the issues discussed, or if you have 
recommendations for topics to consider in the future, please let us know:   508-231-8842. 

 

Our last article, Determining Risk Acceptability (RM7 – Parts A and B), described the standard approach 

(i.e., ISO 14971) for evaluating medical device risk and assessing the acceptability of those risks. We also 

identified some challenges that you will face when implementing the standard, and presented some 

approaches for overcoming those challenges. This article addresses Risk Control – i.e., what to do when 

you find you identify unacceptable risks.   

 

Risk Control – What, When and How? 

Medical devices are inherently risky. Whether the device is an implant or an IVD (in vitro diagnostic), the 

use of the device exposes the patient (and sometimes the user, other equipment and/or the 

environment) to some level of risk. For implanted devices, the risks include complications incurred 

during implantation, device failure, patient sensitivity to the device materials, etc. For a diagnostic 

device, the risks include false-positives (leading to unnecessary, risky procedures) and false-negatives 

(failing to provide needed treatment). Our previous articles have described how to identify and assess 

these risks. This article focuses on the process of identifying options for controlling risks, selecting the 

most appropriate controls, and verifying the effectiveness of those controls.  

 

Before digging into the details of risk control, it’s important to remember that risk management is an 

iterative process. Risk management activities should begin once the intended use, indications for use, 

and operating principles for the device are established. At this point, you may not have a lot of detail 

about what the device will look like or exactly how it will work, but you should have a good sense of who 

will be using the device, in what setting, and in general, to what types of hazards will the patient and 

user be exposed. It’s at this stage of the process that the design team can gain the greatest value from a 

thoughtful risk analysis. By considering how to mitigate risks before the team becomes committed to 

specific design approaches, controls can more easily be integrated to the design of the device. 
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The standard (i.e., ISO 14971, Medical devices – Application of risk management to medical devices) 

identifies that there are “several approaches to reducing risk, which can be used alone or in combination 

with each other” and emphasizes that the options should be considered based on the following 

priorities: 

1. Designing for inherent safety (e.g., eliminating the source of the hazard) 

2. Adding protective measures (e.g., guards, alarms, safety valves, etc.) 

3. Providing information for safety (e.g., warnings on labeling and in manuals, operating/cleaning 

instructions, etc.) 

 

We’ll explore each of these in more detail, but it’s important to make note of these priorities. Designing 

for inherent safety removes the hazard – period – there’s nothing left to worry about. If you add a 

protective measure, the alarm or guard could still fail and expose the user to the hazard so there’s still 

something to worry about. Finally, if you are only providing information, you are assuming that the user 

will read the warning and behave appropriately . . . leaving lots to worry about. 

 

If you wait to address risks until the end of the project, you may not be able to implement design 

changes as easily (or effectively) as you would have at the start of the design process. Adding protective 

measures may even be difficult. If your only recourse is to add a warning label, you may be hard-pressed 

to verify that your control is effective – more on that later. 

 

Designing for Inherent Safety 

ISO 14971 identifies three approaches for designing for inherent safety: 

 Eliminating a particular hazard 

 Reducing the probability 

 Reducing the severity 

 

The first approach is the most clear – especially if the hazard is not directly related to the primary 

function of the device. For example, sharp corners can be rounded, the device can be made disposable 

so that there’s no chance for cross-contamination, latex can be replace by polyethylene, etc. This 

approach becomes more challenging (if not impossible) when the hazard is directly associated with the 

operation of the device. For example, cauterizing surgical tools need to operate at a certain temperature 

to be effective, needles need to be sharp, and heating pads need to generate heat.  

 

 If the hazard cannot be removed, what are your options? The standard offers “reducing the probability” 

and “reducing the severity” – it doesn’t, however, explain what this means. That said, here’s how we 

interpret this guidance: 

 

Options related to “reducing the probability” can focus on either reducing the probability that the 

hazard will occur, or the probability that harm will result from the hazard. One way to reduce the 

probability that the hazard will occur (assuming the hazard is integral to the intended use of the device) 
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is to only have the hazard present when needed. For example, a cauterizing surgical device could be 

designed to only be at full power when a trigger is depressed, a laser may only be active when held up 

against the skin, and an x-ray machine may only be activated when the operator has left the room.  

(Note: It’s a fine line between these types of design changes and the protective measures described in 

the next section.) 

 

Opportunities to “reduce the severity” are pretty rare. This approach suggests that you change the 

design so that the harm that results from the hazard is less severe. So instead of a 3rd degree burn, the 

user would only get a 2nd degree burn; or instead of damaging an artery, the device could damage a 

vein. Unless the device was originally designed to be hotter or sharper (or in general, less hazardous) 

than it really needs to be to achieve its intended use, there may not be much room for a designer to 

make a change that reduces severity.  In fact, we typically leave the “Revised Severity” column out of 

our FMEA tables, because we rarely come across this type of control. 

 

 

Adding Protective Measures 

The standard identifies two approaches for adding protective measures: 

 Using automatic cut-off or safety valves 

 Visual or acoustic alarms 

 

In this case, there is a much longer list of options than what is suggested by the standard. Protective 

measures include all variety of physical controls that protect the user and patient, including guards to 

keep fingers out of hazardous areas, fuses to limit current levels, “locked” electrical panels to prevent 

unauthorized maintenance, covers over sharps except when they are in use, shielding to prevent EMF 

interference, etc.  

 

Visual and acoustic alarms are also protective measures, but they are far less reliable. A locked panel is a 

physical barrier. You have to intend to breach that barrier to be exposed to the hazard. Alarms are very 

different. To be effective, an alarm requires the patient/user to pay attention and know what to do in 

response to the alarm. The use of these measures also assumes that the patient/user has adequate sight 

and hearing for the alarm to register in their consciousness given all the other noises and distractions 

that may be going on at the same time. 

 

So, if a physical control is possible, that’s the preferred approach, but in some cases an alarm may be the 

only option. If you choose to implement an alarm, you need to consider how users will react given all 

the other electronic alarms and monitoring tones that are heard in a clinical setting.  The standard HE 

75, Human Factors Engineering  - Design of Medical Devices, provides 24 pages on the design of medical 

device alarm systems and references IEC 60601-1-8, General Requirements for Safety . . . Guidance for 

Alarm Systems, which contains additional design guidance. 
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Providing Information for Safety 

Finally, the standard identifies a range of options for providing information for safety: 

• Place warnings in the labeling 

• Restrict use or circumstances of use 

• Describe improper use and hazards that can occur 

• Promote use of protective equipment (gloves, glasses, etc.) 

• Include information about measures to reduce harm 

• Provide training 

• Specify maintenance intervals, product life, disposal methods 

 

This topic is worthy of a separate article all its own (and we may do that in the near future), but suffice it 

to say that the greater your reliance on “information for safety” the riskier the device. Humans (which 

include users of medical devices) are notorious for not reading instructions, forgetting what they read, 

and using devices and tools in the manner they think best regardless of what the instructions say.  

Understanding the capabilities of your likely users and preparing information that is clear and 

appropriate to their capabilities is the key to the effectiveness of this class of controls. 

 

 

Risk Control – Verification 

A key step in the Risk Control process is “Verification” – confirming that the selected control has been 

implemented and that it is effective. Too often, medical device developers forget that verification is a 

critical (and required) step in the process. If you don’t verify that the control is effective, you have no 

basis for asserting that risk has been reduced.  

 

There’s a bit of an inverse relationship between the effectiveness of the risk control measure and the 

effort needed to fully verify the effectiveness of that measure – i.e., designing for inherent safety can be 

very effective and its effectiveness is typically easy to verify; however, the effectiveness of information 

for use is not as certain and, as a result, harder to verify. 

 

Table 1 provides some examples of actions that could be taken to verify the effectiveness of controls. 

The table covers a range of risks (Low, Moderate, and High) and the three categories of controls 

discussed above. As described in the table, verifying the elimination of a hazard (the most effective 

control method) is typically straight-forward (e.g., a sharp corner has been rounded, the risk of 

ineffective cleaning has been eliminated by making the device disposable, etc.). If the risk is not great or 

the mitigation is obvious (e.g., the device is now disposable), simply referencing the new specification 

may be sufficient. If the risk is higher or the design change is more subtle (e.g., the device is “less sharp”) 

a bench test may be appropriate to demonstrate that the hazard has been removed or the risk has been 

reduced. 
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Table 1: Risk Control Approach vs. Risk Level – Verification Examples 

Risk Control 

Approach 

Low Risk  Moderate Risk High Risk 

Designing for 

Inherent Safety 

Reference drawings/ 

specs. showing that 

the hazard has been 

eliminated 

Report results of 

bench tests to 

confirm that the 

hazard has been 

eliminated 

Same as Moderate 

Adding Protective 

Measures 

Reference drawings/ 

specs. of the 

protective measure 

Report results of 

bench tests to 

confirm performance 

of protective 

measure  

Report results of 

Usability Study (e.g., 

verify that users 

respond 

appropriately to 

alarms) 

Providing 

Information for 

Safety 

Reference the  label 

number, or page in 

the IFU where the 

words/ symbols 

appear 

Report results of 

Label/ IFU 

comprehension study 

or training sessions 

Report results of 

Usability Study (i.e., 

verify  that the 

information affects 

user behavior as 

intended) 

 

Remember, the revised design may lead to other, different hazards that will also need to be assessed. 

But generally, when you take this approach, the specific risk you were concerned about is now gone.  So 

while a good deal of effort may be required to implement the design change, verifying the effectiveness 

of the change should be pretty easy.  

 

There are a wide range of options to choose from when verifying “protective measures” or “information 

for safety”. In these cases, the rigor of your verification activity should be proportional to the risk.  

 

For protective measures, referencing the new specifications may be sufficient for low level risks, but for 

moderate risks a bench test may be needed (e.g., confirm that fingers can’t get past the guard, or that 

the device powers down when not in use). If the protective measure is an alarm and the risk is high, a 

usability test may be appropriate to confirm that the use will respond effectively to the alarm. 

 

Things get more complicated when you are relying on information for safety. For risks considered to be 

“Broadly Acceptable”, it may be sufficient to confirm that the warning has been added to the IFU. This is 

particularly true if you’re dealing with a commonly used device and the hazard in question is well 

understood (e.g., scalpels are sharp and must be handled carefully; sharps need to be disposed of 

properly, etc.).  
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However, if the information addresses more significant risks, or risks that are unusual or unique to your 

device, a more rigorous approach may be needed. In some case, particularly for OTC devices where the 

healthcare/medical literacy of the user population may be limited, a label comprehension study can be 

used to confirm that likely users understand the information for use.  

 

A more comprehensive approach is to conduct a usability test to confirm that likely users not only 

understand the information for use, but that they can use the device as intended. In a usability test, 

likely users of the device are observed using the device in a simulated environment. Scenarios can be 

developed that specifically assess the effectiveness of specific controls.  

 

If you’ve ever participated in a usability test, you know that users (whether they are doctors, nurses, or 

lay-users) will try to use your device in ways that you never anticipated.  That’s why it’s best not to leave 

this type of testing to the end of your project. Small, focused tests can be conducted early in the 

development to confirm that specific controls are effective (Human Factors experts refer to these tests 

as Formative Tests). Then a final, Summative Test, can be completed at the end of development to 

confirm that the overall system of controls is effective. 

 

Regardless of the verification approach employed, you will need to document that your controls have 

been implemented and that they are effective. Typically, manufacturers document the verification of 

risk controls in their Hazard Analysis and/or FMEA(s). For each identified control, a reference is added 

directing the reader to the document(s) that contains the evidence that the control was implemented 

and that it is effective. Table 2 contains several examples of how risk controls can be documented in a 

standard FMEA-type format. 
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Table 2: Example Risk Controls and Verification References 

Hazard Effect 

(Harm) 

S POH Risk Level Control Verification Revised 

POH 

Revised  

Risk Level 

Hot surface 2nd 

degree 

burn 

3 3 Unaccept. Guard over 

hot surface 

PRD 2.2.2 1 ALARP 

Insert 

element 

upside down 

Death – 

fluid flows 

wrong 

direction 

5 3 Unaccept. Design 

feature that 

only allows 

insertion in 

correct 

direction 

PRD 3.2.1 n/a n/a  

Hazard 

eliminated 

Low Battery Delay in 

treatment 

3 3 ALARP Low battery 

alarm 

 PRD 4.1.3 

 Usability 

Test 4.2.1 

1 Broadly 

Accept. 

Used on 

patient with 

arrhythmia 

Death – 

heart 

attack 

5 2 Unaccept. IFU 

warnings 

 IFU 33245 

Rev 1, pg 

2 

 Usability 

Test 4.4.3 

1 ALARP 

Note: S = Severity; POH = Probability of the Occurrence of Harm; PRD = Product Requirements 

Document; IFU = Information for Use 

 

Conclusion 

The objective of risk management is to make your medical device safer. You’ll never eliminate all the 

risks, but you need to reduce the risk to the point that the benefits of the device outweigh the residual 

risks. The selection, implementation, and verification of risk controls is at the heart of risk management 

– if you can’t demonstrate that your controls are effective, you aren’t managing risk and you may be 

placing an unnecessarily risky product on the market. 

 

By focusing on the most effective approaches to control risk (i.e., designing for inherent safety) and 

conducting appropriate assessments to ensure their effectiveness, you will have confidence that your 

device can be used safely for its intended use.   

 

Next Steps 

In our next article, we will wrap up our description of the standard approach for establishing risk 

management file documents with a discussion of the Risk Management Report. Future articles will 

address the ongoing use of these documents throughout the life of your device. 

 


